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Background & Purpose  

Å U.S. defense-related technologies and information are under 

attack from foreign entities 

Å Industry reporting assists the Defense Security Service 

(DSS), and our government partners, in detecting, deterring, 

mitigating and neutralizing the threat 

Å Each suspicious contact report (SCR) makes a difference 
Å Over 30,000 reports from industry in FY13 

Å Reporting led to identifying 717 subject  

Å The Trends is designed to help cleared contractors and their 

employees better recognize the threat 
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Regional Trends Overview  
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Technology Overview  

Å Introduction of Industrial Base 

Technology List led to some changes 

in rankings 

Å Top Targeted Categories 
Å Electronics 

Å Command, Control, Communication, & 

Computers 

Å Aeronautic Systems 

 

Electronics 8% 

Command, Control, 
Communication, & 
Computers 

5% 

Aeronautic Systems 5% 

Marine Systems 4% 

Software 3% 

Radars 3% 

Space Systems 3% 

Armament & 
Survivability 

3% 

Materials: Raw & 
Processed 

2% 
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Industrial Base Technology List 

Militarily Critical Technologies List Industrial Base Technology List 

Militarily Critical Technologies List Industrial Base Technology List 
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Method of Operation Overview 

Å Academic solicitation increased 80% 

over last year making it the top 

method of operation (MO) 

Å Suspicious network activity (SNA) 

dropped to the second most 

identified MO 

Å Attempted acquisition dropped in 

percentage of total but still placed 

third 

Å Seeking employment rose by a factor 

of five 

Academic 
Solicitation 

22% 

Suspicious Network 
Activity 

19% 

Attempted 
Acquisition 

15% 

Seeking Employment 14% 

Request for 
Information 

11% 

Solicitation or 
Marketing 

11% 

Foreign Visit 6% 

Exploitation of 
Relationships 

2% 

Potential Espionage 
Indicators 

1% 
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Commercial 27% 

Government 
Affiliated 

27% 

Individual <19% 

Government 17% 

Unknown <11% 

Collector Affiliation Overview 

Å Commercial remained most 

common affiliation 

Å Government affiliated & individual 

affiliations rose to second and third 

most identified 
Å Likely related to increase in academic 

solicitations 

Å Government fell in the number of 

identified cases 
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Inertial Navigation Systems 

Å Reporting of foreign interest in advanced inertial navigation 

systems (INS) technologies grew 60% over last year 
Å Very few countries can produce higher end laser gyroscopes 

Special Focus Area 

Top Regions Targeting Inertial Navigation Systems Technologies 


